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Task: Write an exploratory essay on information system management. 

Topic: Information System Management 

Type: Exploratory Essay 

Length: 5 pages 

Formatting: MLA 

Requirements: 

Under different paragraphs explain each aspect of information system management. Illustrate your statements with 

diagrams and examples. 



(

(

(

Student 

Professor 

Course  

Date 

Information Systems Management 

The best system is the one that effectively manages the network resources at the same 

time giving the users the top services. To achieve this, it is necessary to have excellent 

understanding of the set requirements so as to know how to plan and execute a system that 

performs optimally. As the network’s complexity constantly increases, the task of managing it 

becomes difficult. This has triggered increased  research on how to effectively manage the 

network resources and users. There are two common techniques applied in the management of 

the network resources: work or domain based. 

 In a domain based system, there exists a single centralized network administration point. 

This point is used to grant network access permissions to network resources that are maintained 

on one server. This type of server is known as the domain controller.  In this type of  system, a 

hierarchical arrangement is used in assigning users, who collaborate with other organizations 

departments, permission to access the network resources (Evans, 12-15). This type of system 

offers higher versatility, flexibility and security than the work based system; however, its more 

complex. The old network at Reading Room cannot guarantee security and data reliability. To 

achieve quality, organized and more secure data at Reading Room, various measures under a 
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domain based system have to be implemented. They include account naming convention, 

password change policy and rights of specific users that can be implemented by the 

administrator.  

The account naming convention requires all the users to be identified using unique name.  

To achieve this, user’s unique ID or special suffixes can be used. Each one with a unique ID can 

only access information using a password adhered to set policies. Password policy entails rules 

governing its usage to raise computer or system security. In a domain based system, only the 

administrator can change passwords. This policy requires the them to be changed after a certain 

period and must meet certain complexity specifications. Using rights of specific users means that 

only a certain group is privileged to access certain information (Van & Annemiek, 176-180). The 

new design will give the user rights to accounts or finance departments to access the shared 

dedicated drives. Additionally, in the new design, each computer and department should be 

uniquely identified. It helps the network administrator easily identify and know any users who 

access certain network resources. The password can be used to limit access of certain 

information on the servers. Each department should employ password to their shared drive so 

that only members of that department can access the information.(
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Task 2 

Hardware and software requirements are highly dependent on the role of the user. Users 

in the administration departments are less required to handle computational and processing 

activities, therefore, they may require hardware with low profiles. On the other hand, 

departments comprising designers and back end developers are highly involved in computational 

and processing activities. Thus, they require hardware with high memory and graphics capacity 

and processing power. The open system interconnection model is seven layered and provides a 

reference for complex network aspects.  The seven layers divide the various services and 

functions provided by the software and the hardware in a network.  

The upper layer of the model consists of the application, presentation and session layers 

which are implemented in software. Network and transport layers are implemented in software 

and are mostly responsible for protocols used in delivery and routing of packets in the network 

(Harwood, 31).  The data link layer is implemented in both software and hardware. WAN and 

LAN specifications are defined in data link and physical layers. 
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The star topology would be the best topology for the computer arrangements in this case. 

Each network host is connected through a central connection; it gives the administrator the right 

to ensure data security and integrity by controlling those who access the data. From the 

administrator, each of the devices in the Reading Room can be connected using star topology. A 

bus topology can be used to connect the users at department level. 

Reading Room intends to isolate the critical departments from the access of everyone 

apart from the intended departments. This can be achieved through IP addressing, selecting 

routing protocols based on the design topology and server access layer design. First, the future 

growth should be taken into consideration while building server farms, IP address allocation and 

dynamic routing.  

Since this is a LAN network a dynamic host configuration protocol is the best protocol to 

dynamically assign host IP address from the centralized server (Watson, 37-40). This helps in 

reducing the overhead of administrating IP addresses. Only the client devices connected to the 

network are assigned IP addresses thus consume limited IP address space. The network operating 

system is a computer networking oriented software that can be run on the server to facilitate it in 

managing resources and users. Client server and peer to peer   are the two major types of 

network operating system. To implement the network at the Reading Room ltd, the client server 

model is preferred. It allows centralization of functions and applications in a one dedicated 

server, thus raising security of the network.  

The network also needs a client operating system. This helps the client to effectively 

interact with the network.  Windows versions are the most recommended ones. For the purposes 

of troubleshooting, the windows have the network diagnostics framework. Windows 7 contains 
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an inbuilt new netsh.exe context and netsh trace for network tracing. The netsh trace allows 

selective tracing for providers and scenarios. (

(

Task 3 

This task ensures security of the network resources using windows server based features 

such as the distributed file system, file /folder security, compression and encryption mechanisms, 

implementing security  certificates  and web access of the documents. The design to be 

implemented at the Reading Room Ltd should be able to manage  server resources efficiently, 

availing them to users and at the same time ensuring security.  Due to the high number of 

departments the administrator may find it hard to keep the users and the files connected.  

Additionally, distributing servers results in making files available to more users and increases the 

costs involved.  

   Distributed file system  assists the administrator in increasing file access performance, 

efficient  sharing of files among geographically separated departments and enables backup of the 

files (Kistler, 113-117). Windows Server 2003 operating system offers this feature using DFs 

namespace and DFs replication technologies. This is the operating software to be employed in 
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Reading Room Ltd servers. In addition, the system employs file security techniques. File 

encryption entails encoding the file message with a key that is only known to the sender and 

receiver of the message. This gives the file security during transmission.  

File compression is used to archive the files and folders, thus reducing the transmission 

time and saving the disk space. There is also folder/file certificate, which is a security measure 

implemented at the  message layer (Noergaard, 59-60). It ensures  a secure exchange of  message 

between two parties, X.509 is an example of file certificate (Reisman & Mitch, 89-93). To ensure 

security, the Reading Room  intends to distribute trusted root certificates to enable its employees 

to use the PKI system. 

  Web access to the documents is intended to allow employees to remotely access office 

documents. This aspect is controlled by the security rights assigned to the employees. The new 

Reading Room Ltd network will comprise the above security measures to ensure reliability and 

integrity of the company’s data (Xu, 234-237). Some are independent porgrams while others are 

inbuilt in the windows server operating system.(

Task 4 

To configure the server so as to host the company’s website and allow staff groups to  

manage their own websites, information service manager is needed. It enables controlling of the 

hosted websites  on the server. This is an administrative tool which needs to be configured after 

installing Windows operating system in the Windows control panel. To configure it, one needs 

select control panel at the  start button, then select  turn windows features on or off. Afterwards, 

they need to click the internet information services, followed by world wide web services to 

install additional development tools used in website creation. On clicking the OK button, 

Comment'[AwfulEssa28]:' G MC ? I J? C A M?( C
C C ? ?(



(

(

Windows automatically installs and configures the internet information services on the machine 

(Shinder, 70-72).  

Network Address Translation (NAT) is a method of substituting the packets’ real address 

with a public address   that can be  used on a public network. This way  the private IP networks 

are able to connect to the  internet. It acts as a security measure since it hides the  internal IP 

addresses thus discouraging  direct attacks. In addition, it allows the administrators to control the 

access restrictions since they can change IP addressing schemes without interfering with the 

externally available public addresses.  

Configuration is done by choosing the interface connecting to the  internet at the drop-

down  menu, then selectiong the networks to share the WAN interface in the NAT configuration 

set (Muelle & Russ, 45-49). Configuring the NAT depends on whether it is being configured as  

static or dynamic. Statically configured NAT appropriate mapping entries in the NAT table are 

created. In dynamically configured NAT, a pool of addresses used for translating is created  and 

an access list to identify the  address to be translated is also created. (
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Overall Impression 

The writer didn't know how to use punctuation properly, used articles in a strange way, and was 

vague in the introduction. I don't want to get anywhere near papers this writer has written. (
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